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1. IlepeueHb MCTIONB3YEMBIX ONpENENEHHH, 0003HAYEHHMIH 1 COKpallEHUuH

AWD — Anmunnctpatop nH(GOpPManMOHHONH 6€30MacHOCTH.

APM — ApromMaTu3upoBaHHOE pabouee MecTo.

AC — ABTOMaTH3HPOBaHHAsA CUCTEMA.

Wb — Muadopmauronnas 6€30macHOCTb.

WP — MndopmanroHHbIe PeCypCHI.

HC - Undopmaunonnas cucrema.

MD3 - MexceTeBoii 5kpaH.

HCJI — HecankuuoHupoBaHHbI#M 10CTY.

OC - Onepanyonnas cucrema.

I1b — INonuTHKH 6€30MacHOCTH.

IT/Tx — IlepcoHanbHbie naHHBIE.

I1O — IIporpammHoOe oGecneueHue.

C3U - CpenctBo 3ammThl HHPOPMaLUH.

OBM - DnekTpoHHas — BBIYMCIMTENTbHAs MAlIWHA, NEPCOHATbHBIH
KOMITBIOTED.

ABTOMAaTH3MPOBAaHHAs CHCTEMAa — CHCTEMa, COCTOAINAA M3 MEPCOHANA M
KOMILIEKCA ~ CPEACTB  aBTOMATHM3allMM  €ro  JEATeIbHOCTH, pealu3yloInas
MH()OPMALMOHHYIO TEXHOIOTHIO BBINIOIHEHHUS YCTAHOBIICHHBIX (DyYHKLIHIA.

AZMMHHCTPAaTOpD HH(OPMALMOHHON GE30MACHOCTH — CHENMAIHMCT WIH
rpynmna  CoeuMalkCTOB — OPraHW3alMH, OCYILECTBISIOIIMX  KOHTPOIb  3a
obecrieyenneM 3ammtel uH(opmaumu B JIBC, a Takke OCYLIECTBIIAIOUIHE
OpraHu3alMio paboT MO BBIABICHUIO M MPEAYNPEKICHHIO BO3MOMKHBIX KAHATIOB



yTeYKd HH(pOpMaIUY, MOTEHIUATBbHBIX BO3MOXKHOCcTel ocymiectBieHuss HCJl x
3aluInaeMoi nHpopMaIuu.

Joctyn k uHOpManuu — BO3MOXKHOCTH MOJY4Y€HUS HHOpMAIMU U €e
WCIIOJIb30BaHUS.

Nnentudukanuss — MOpuUCBOCHUE CYObEKTaM J0CTyma (MOJIb30BaTeIIsIM,
mpoiieccaM) U 00beKTaM J0cTyma (MHGOPMALMOHHBIM pecypcaM, yCTPONCTBAM)
uaeHTuuKaropa U (WIKM) CpaBHEHHE NPEIbABISIEMOro HUIAEHTHU(UKATOpa C
nepeyHeM MPUCBOCHHBIX UEHTU(PUKATOPOB.

Nudopmarust — 370 aKTUB, KOTOPBIA, OJOOHO IPYrUM aKTMBAaM OOILECTBA,
UMEeT IIEHHOCTh M, CJEJOBaTEIbHO, JODKEH OBbITh 3allUIIeH HaJIeKaIlUuM
oOpazom.

Nudopmanimonnass 6e30macHOCT, — MEXaHU3M 3alllUThl, 00ECTICUUBAIONIUN
KOH(DUACHIIMATBHOCTh, 1ETOCTHOCTh, JOCTYMHOCTh WH(MOpPMALUHU;, COCTOSHUE
3aIUIIEHHOCTH WH(OPMAIIMOHHBIX aKTUBOB OOIIECTBA B YCJIOBHUSX YIpo3 B
uHopManmoHHOU cdepe. YTrpo3sl MOTYT OBITh BBI3BaHBI HENPEIHAMEPCHHBIMU
omuOKaMU TIEPCOHANIa, HEMPABUIBHBIM (YHKIIMOHHUPOBAHUEM TEXHUYECKUX
CPEACTB, CTUXMMHBIMH O€ICTBUSMH WM aBapusMHu (M0oXkap, HaBOJHCHUE,
OTKJTIOUEHHUE DJIEKTPOCHAOKEHUSI, HAPYIICHUE TEeIEKOMMYHHKAIIMOHHBIX KaHAJIOB
U T.I1.), TUOO MPeTHAMEPEHHBIMH 3JI0YMBIIIUICHHBIMH JICUCTBUSMHU, TTPUBOSIIAMHU
K HapylIeHut0 HHGOPMAIIMOHHBIX aKTUBOB OOIIIECTBA.

Nudopmarmonnas cucreMa — COBOKYITHOCTh IMTPOrpaMMHOTO 00ecTieueHus U
TEXHUYECKUX CPEJICTB, MCIOJIb3YEMBIX IJIsi XpaHEHHs, 0OpabOTKM W Mepenadyu
uHdopMaluu, ¢ 1eNbl0 pemeHus 3anad noapasaenenuit MAJIOY «JleTckuii can
Ne279».

NudopmarimoHHple TEXHOJOTMM — TMPOILIECChl, METOJbl TOHCKa, cOopa,
XpaHeHUs, O00pabOTKH, NPEAOCTABICHUS, PACIPOCTpPAHCHUs WHPOPMAIUU U
CIOCOOBI OCYIIECTBIEHUS TAKUX ITPOLIECCOB U METO/IOB.

Nudopmarmonasle pecypcbl — COBOKYITHOCTh Cojepxkalieiicss B 0azax
JAHHBIX HMH(pOpPMAIMU W oOecleuynBarmuXx ee¢ o00paboTKy HH(POPMAITMOHHBIX
TE€XHOJIOTUH.

HctoyHuk yrpo3sl — HAMEPEHUE WM METOJ, HAUEJICHHBINA HA YMBIIIJIEHHOE
WCIIOJIb30BAaHUE YSI3BUMOCTH, JIMOO CHUTyallds WIA METOJl, KOTOpbIE MOTYT
CIIy4aliHO MIPOSIBUTH YA3BUMOCTb.

Kondunennmansnas wuHbopmamuss — wuHPOpMaUs € OTPAHUYCHHBIM
JNOCTYTIOM, HE COJIeprKalllas CBEJICHUH, COCTaBIISIIOUIMX FOCYAApPCTBEHHYIO TaiHY,
JOCTYIl K KOTOPOM OrpaHUYMBAETCA B COOTBETCTBHM C 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanum.

KondunennmmansHocTs — q0CcTYn K WHGOOpPMAIMK TOJIBKO aBTOPH30BAHHBIX
MIOJIb30BATEIIEH.

Kputnunas wundopmanus — wuHPOpManus, HAPYIICHHE JTOCTYITHOCTH,
LETTOCTHOCTH, MO0 KOH(PUICHIIMAIBHOCTH KOTOPOM, MOXKET OKa3aTh HEraTUBHOE
BIIMAHUE Ha (YHKIIMOHUPOBAHUE MOJpa3/ICICHUN YUpexKJeHUs WIM UHOTO BHJIA
yiiepoa.

JlokanpHas BeIUMCIUTENBbHAS ceTh — rpynmna 9BM, a takxe nepudepuiinoe

O60py,HOBaHI/IC, O6T>CI[I/IH6HHI>IG OAHMM HJIHM HCCKOJIBKMMH AaBTOHOMHBIMHA
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BBICOKOCKOPOCTHBIMHU KaHaJlaMH Tiepeaaun MU(GPOBLIX TaHHBIX B MpeIesiaX OJHOTO
WJTU HECKOJIbKUX OJIM3JIeKAIINX 31aHUH.

MexceTeBor 3KpaH — MPOrpaMMHO-ANIIAPATHBIA KOMIUIEKC, UCIIOIb3yEMbIT
JUIsL KOHTpoJia foctyna mexay JIBC, BxoasuiuMu B COCTaB CETU, a TAKXKE MEXKIY
CEThI0 YUPEXKCHUS U BHEITHUMHU CeTsIMU (ceThio IHTEepHET).

HecankunoHupoBaHHbIM AOCTYI K MHGOPMAIUU — JOCTYI K MHGOpPMAIIUU,
HapyIIaoui MpaBuiia pa3srpaHUueHUs] YPOBHEH MOJTHOMOYHI TOJI30BaTEIIEH.

[Tonutnka nHPOPMAITMOHHON 0E30MACHOCTH — KOMILUIEKC B3aMMOYBSI3aHHBIX
PYKOBOJSIIMX MPUHIMIIOB U pa3pabOTaHHBIX Ha UX OCHOBE IMPaBWI, MPOLEAYp U
NPaKTUYECKUX TIPUEMOB, TMPHUHATBHIX B YUPEKIEHUM JJi1 OOECIEUCHUs] €ro
MH(GOPMAIIMOHHON 6€30MaCHOCTH.

[Tonp30BaTenb  JOKATbHOW  BBIYMCIMTEIBHOM CETHU —  COTPYJIHHUK
opraHuzaiuu (ITaTHBIN, BPEMEHHBIN, pa0OTAIOIINA M0 KOHTPAKTY U T.II.), a TAKkKe
npoure auna (MOAPSTIUKH, ayAUTOPhl U T.I.), 3apPETUCTPUPOBAHHBIN B CETH B
YCTAaHOBJICHHOM TMOPSJIKE W TMOJYYHMBIIUN MpaBa Ha JOCTYI K pecypcaMm CeTdu B
COOTBETCTBHUH CO CBOMMH () YHKITMOHATBHBIMU 00S13aHHOCTSIMH.

[IporpammHoe oOecreueHre — COBOKYITHOCTh MPHUKIAJHBIX IPOrpamM,
YCTaHOBJICHHBIX Ha cepBepe uiu DBM.

Paboyast craHiMsl — MepCOHANBHBIA KOMITBIOTEP, HA KOTOPOM IOJIB30BATEh
CETH BBHITIOJIHIET CBOU CITy)KEOHBIC 005S3aHHOCTH.

Peructpannonnas (ydetHasi) 3aluch MOJIb30BaTENsl — BKIIOYAET B CEOST UMs
MOJIb30BATENsl W €ro YHUKaJbHbIH IU(POBOM HIEHTU(DUKATOP, OJHO3HAYHO
UACHTU(PUIUPYIOIUNA aHHOTO IMOJIb30BaTENsl B ONEpPAllMOHHOM cucTteMe (CeTw,
0a3ze JaHHBIX, MNPUIOKEHWHU U T.M.). PerucrpanuonHHas 3amuch cO3/1aeTcs
aIMUHHUCTPATOPOM IMPU PETUCTPALUM IOJB30BATENS] B ONEPALMOHHOM CHCTEME
KOMITBIOTEpA, B CHUCTEME YIpaBlIeHHUs Oa3aMM JaHHBIX, B CETEBBIX JIOMEHAX,
OpwiokeHusx u T.I. OHa TakKe MOXKET CcoJepkKaTh TaKHe CBEIACHUA O
noJsib3oBarene, kak @.M.0., Ha3BaHue noapasaeneHus, Tenedonsl, E-mail u 1.11.

Poiib — COBOKYITHOCTH MOJHOMOYMH W NPUBWIETMM Ha JOCTYyH K
MH(POPMAIIMOHHOMY pecypcy, HEOOXOIMMBIX [IJIsi BBITIOJHEHUS IMOJIb30BaTEIEM
OTIpEJICTICHHBIX (PYHKITMOHAIBHBIX 00S3aHHOCTEH.

OTBETCTBEHHBIN 32 TEXHHUYECKOE 00ecleueHne — COTPYIHUK OpraHU3AIINH,
3aHUMAIOIIMIICS COTPOBOXKICHUEM aBTOMATU3UPOBAHHBIX CUCTEM, OTBEUAIOIINIA 32
byHKIIMOHUPOBaHKE JIOKaIbHOU cetn Yupexnenus u [1K.

Yrpo3sl wuHpOpMANMKM — TOTEHIMAIHHO CYIIECTBYIONIAs OMACHOCTD
CIy4yalHOrO0 WJIM TpPEeAHAMEPEHHOI0 pa3pyILIEHHs, HECAHKIMOHUPOBAHHOIO
MOJIYYCHHSI WM MOIU(DUKAIMK JAHHBIX, OOYCJIOBIICHHAS CTPYKTYPOW CHCTEMBI
00paboTKHM, a TakKe YCIOBUSIMH OOpaOOTKM W XPAaHEHHs JaHHBIX, T.€. 9TO
MOTEHIMAJbHAsl ~ BO3MOXXHOCTh ~ MCTOYHHUKA  yIpO3  YCHEIIHO  BbIABUTH
OMPENICICHHYIO YSI3BUMOCTh CUCTEMBI.

VYA3BUMOCTh — HEIOCTATKU WM ciabble MecTa MH()OPMALIMOHHBIX aKTUBOB,
KOTOpbI€ MOTYT MPUBECTU K HAPYUICHWIO MUHPOPMAIMOHHON 0€30MacHOCTH MpHU
peanuzanuu yrpo3 B uHGopManmoHHou cdepe.

HenoctHOoCT, MHGOpPMALIUM — COCTOSHHE 3alIUIIEHHOCTH HH(GOpMalLUH,
xapaktepuzyemoe  crnocooHocteio  AC  oOecrmeuMBaTh  COXPAaHHOCTh U
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HEU3MEHHOCTh KOH()UIEHIUATbHOM uH(pOpMaLIH npu HOMbBITKAX
HECAaHKIIMOHUPOBAaHHBIX WJIM CIy4YailHBIX BO3JECWCTBMII Ha Hee B IIpoLecce
00pabOTKH UM XpaHEHUS.

DONeKTpoHHAsT MOANKMCH — MH(MOpPMAIUs B AJIEKTPOHHOU (opme, KoTopas
MPUCOEMHEHA K ApYyrod MH(OpMaUu B 3JIEKTPOHHOU (QopMme (HMOoamuchIBaeMOi
nHpopMalM) WK UHBIM 00pa3oM CBsi3aHa ¢ TakoW HMHGpOpMalMed U KoTopas
UCIIOJIb3YETCs 111 ONpEIeTICHUs LA, MOAIUCHIBAIOIIET0 HHPOPMALIHIO.

2. BBoHEBIE MTOT0KEHUS
2.1. BBenenue

Ilonutuka b MYHULMIIAIbHOT O aBTOHOMHOTO JIOIIKOJBLHOTO
obpasoBareapbHOro yupexkacHus «JleTckuit cag Ne279» (manee — YupexaeHwue)
ompenenseT Ienu W 3a7adu  cuctembl oOecrneuenuss Wb w  ycranaBimBaet
COBOKYITHOCTb TIpaBUJI, TpeOOBAaHUM W PYKOBOJMSIIMX MPUHIIUIIOB B obsactu Wb,
KOTOPBIMH PYKOBOJICTBYETCSI Y UPEIKJICHHE B CBOCH JICSITCIIHHOCTH.

2.2. llenn

OcHoBHbiMH TeisiMu  nonuTuku Wb sBnsitorcss 3ammra  uHGOpManuu
VYypexaeHuss OT BO3MOXHOTO HAHECEHUs] MaTepPHAIbHOTO, (PU3NYECKOTO,
MOpaJbHOTO  WJIM  WHOTO  ymepba, TOCPEACTBOM  CIy4YallHOro  WIIH
NpEeIHAMEPEHHOTO BO3JIEUCTBUS Ha WHPOPMAIIMIO, €€ HOCHUTEIH, IPOIECCHI
oOpaboTku W mepemaun U obecrnedueHue APGEKTUBHOM pabOTHl  BCETO
MH(GOPMAIIMOHHO-BBIYUCIUTEIHHOTO KOMILJIEKCa npu OCYIIECTBICHUHU
NEeSITeIbHOCTH, YKa3aHHOU B [10JI0)KEHUM O AEATEIBHOCTH Y UPEKICHUSA.

Ob6mee pykoBoactBo obOecneuennem Wb ocymectBusiercs 3aBeayroniuM
VYupexaenus. OTBETCTBEHHOCTh 32 OPTAHHU3AIUI0 MEPOINPUATUN IO 00ECTICUCHUTO
Wb u xouTpoinb 3a coomoaennem tpedoBanuii Ub necer Ab. OTBEeTCTBEHHOCTH
32  (QYHKIIMOHMpOBAaHWE HWH(POPMAIMOHHBIX CHUCTEM  YUPEKICHUS  HECeT
aIMUHUCTPATOP UH(POPMAITMOHHON CHCTEMBI.

HomxHocTtHbIe oOs3anHOCTH AWba u  cuctemMHOro aaMHHHCTpaTOpa
3aKPEIUISIIOTCS B COOTBETCTBYIOIIUX UHCTPYKIHUAX.

Cotpynnuku YupexaeHus o0s3aHbl COONI0NATh TMOPSAOK OOpamieHus c
KOH(HICHIIUATbHBIMU JTOKYMEHTAMU, HOCHUTEISIMU KJIIOYEBOM WH(pOpManud u
apyroi 3ammmaeMon wuH(pOpMmaimen, coOmroaaTh TpeOOBaHUS HACTOSIIEH
[lonuTuk M APYrux AOKYMEHTOB BHYTPEHHHUX JIOKYMEHTOB YUpEeXAEHUS IO
Bompocam obecrieuenus: Ub.



2.3. 3agaun

[Nonutuka Ub HanpaBneHa Ha 3aUTy HHPOPMALIMOHHBIX aKTUBOB OT YIpO3,
HUCXOASIINUX OT MPOTHUBOMNPABHBIX JACHCTBUU 3JI0YMBIIUIEHHUKOB, YMEHBIICHHE
PUCKOB M CHIKEHUE TMOTCHUMAIBHOTO BpeAa OT aBapuii, HENpeaHAMEPEHHBIX
OmMMUOOYHBIX JCHUCTBUU TEpPCOHANa, TEXHUYECKUX CcO0eB, HEMPaBUIbHBIX
TEXHOJIOTUYECKUX M OpPraHU3aIMOHHBIX pEIIeHUH B Tpoleccax oOpaboTKH,
nepefayd M XpaHeHuUs ~ HUHPOpMAIMU U OOECleYeHHWe  HOPMAaJIbHOTO
(GYHKIIMOHUPOBAHUS TEXHOJIOTHYECKUX MPOIIECCOB.

HauGonbmumMu BO3MOXKHOCTSAMHU IS HaHECEHHWs yiiepba YupexaeHus
oOnagaer coOCTBeHHbIM TmepcoHan. JlelcTBUS  mepcoHala MOTrYT  OBbITh
MOTHUBHUPOBAHbI 3JIbIM YMBICIIOM (IIPU 3TOM 3JOYMBIIIJIEHHUK MOXET HMETh
COOOIIHUKOB Kak BHYTPM, TaK MW BHE VYupexJaeHue, JIuO0 UMETh
HelpeIHaMEepPEeHHbI OIUOOYHBIN xapakTep. Kareropuum HapymwuTene U ux
BO3MOYKHOCTHU OMNpPENEISItoTCsl B «MOoJ1esId HapyIIUTENS.

Ha ocHOBe BEepOATHOCTHON OIEHKU OIPENEINSIETCA MEPEYEHb aKTyalbHbIX
yrpo3 0e30MacHOCTH, KOTOPHIN OTpakaeTcss B «Mojaenu yrpos.

Jnsa nporusBoaencTus yrpozam Wb B YupexaeHun Ha OCHOBE UMEIOLIEroCs
OMBITa COCTABIIAECTCS MPOTHOCTUUYECKAS MOJENb MPEANONIaracMbIX yrpo3 U MOJEIb
HapymuTens. Yem ToyHee cliesiaH MpOrHo3 (COCTaBIIEHBI MOJIENb YIPo3 U MOJIEIh
HapYILINUTENA), TEM HWKE pUCKU HapyumeHuss b npu MUHUMAaIBbHBIX PECYpPCHBIX
3aTparax.

Pa3zpaboTannas Ha ocHOBe mporHo3a noiautuka b u B cooTBeTcTBUM ¢ HEl
noctpoerHass CYUD sBisieTcst Hanbosiee npaBUiIbHBIM U 3P(HEKTUBHBIM CIIOCOOOM
TOOUTHCS MUHMMU3AIMU pUcKkoB HapymeHnus Ub mis Yupexnenus. Heooxoaumo
YUYUTBIBATH, YTO C TEYEHUEM BPEMEHU MEHSETCS XapaKTep yrpo3, IOATOMY CIIEyeT
CBOEBPEMEHHO, HCIIONB3Ys JaHHbIE MOHUTOPHUHTA W ayIWUTa, OOHOBISATH MOJEIH
yIpO3 U HApyLIUTEIIS.

Crtpaterus obecneuenus Wb 3axmiogaeTcss B HCMOJIB30BAHMM 3apaHee
pa3pabOTaHHBIX Mep NPOTHUBOACHCTBUS aTakaM 3JIOYMBIIUICHHUKOB, a TaKXke
MIPOTPAMMHO-TEXHUYECKUX U OPTaHU3ALUOHHBIX PELICHUH, MMO3BOJSIONIAX CBECTH
K MHUHMMYMY BO3MOXHbIE€ NOTEpU OT TEXHUYECKUX aBapuili M OMIUOOYHBIX
JNEUCTBUN MEpPCOHAA.

3ajmayamMu HACTOSIEN MOTUTUKH SIBJISFOTCS:

— onucanue opranuzanuu CYUB;

—onpenenenue Ilonutuk Wb, a WMEHHO: TOIWTHKA peATU3AIUN
AHTUBUPYCHOM 3alUTHI; MOJUTUKA YYETHBIX 3aIIMCEH; MOJUTHKA NPEAOCTABICHUS
nocryna Kk MP; moauTuka wcnosib30BaHUs MapoJied; MOJUTHKA 3amuTel APM;
MOJINTHKA KOH(PUIECHITUATHLHOTO IEITOTPOU3BOJICTBA;

- onpezeneHue nopsaka conpopoxaeHus MC YupexaeHus.



2.4. O0nacTb IelCTBUA

Hacrosimas Ilonutuka pacrnpocTpaHsieTcst Ha BCEX COTPYAHUKOB Y UpEXKICHHUS
U o0s3aTenbHa ISl UCHOJHEHUS BCEMHU €ro COTPYAHUKAMHU U JOJKHOCTHBIMU
munamu. [onoxenus Hacrosimeit [ToJUTUKY TpUMEHUMBI JIJIS1 UCIIOJIB30BAHUS BO
BHYTPEHHHX HOPMATHBHBIX U METOJIMYECKUX JOKYMEHTAX, a TAKXKE B JOrOBOPAX.

2.5. Ilepuopa aeiicTBUS U MOPSAIOK BHECEHUS U3MEHEHUN

Hacrosimaa Ilomutuka BBOautcs B pAeiictBue Ilpukaszom 3aBeayrouiero
YupexaeHus.

[Tonutuka mipuU3HAeTCcs yTpaTtuBlIed cwiy Ha ocHoBaHuu Ilpukasa
3aBenyrwomiero YupexnaeHusa. M3MeHeHuss B mnoautuky BHocsTca [Ipukazom
3aBenyroniero YupexaeHusl.

NuunmaTopaMu BHECEHUS UW3MEHEHUM B TOJUTHKY HWHGOPMAIMOHHON
0€301aCHOCTHU SBIISIOTCS:

— 3aBEAYIOIINN YUpEKICHUSA;

— aJIMUHUCTPATOPp UHPOPMAITMOHHOMN OE30TTaCHOCTH.

[ImaHoBas akTyanu3anysi HACTOSIIEH MOJUTUKUA IPOU3BOJUTCS €XKErOJHO U
UMEET LIEIBIO IIPUBEICHUE B COOTBETCTBUE OIPEACICHHBIX MMOJUTUKON 3al[UTHBIX
Mep peajbHbIM YCIOBHAM U TEKYIIIUM TPEOOBAHUSM K 3alIUTe HHPOPMALIUU.

BremnanoBas  aktyanusanus noiautukn Wb w nmpousBogurcs B
0053aTEILHOM TMOPSAJIKE B CICIYIOUIUX CIydasX:

— npu WU3MEHEHHHM ToJUTUKU Poccuiickoit ®deneparmun B obOmactu b,
yKa30B U 3aK0HOB Poccuiickoit deaepariuu B 0071aCTH 3aIIUTHI HHGOPMAIUH;

— IpU W3MEHEHHH BHYTPEHHUX HOPMATHBHBIX JOKYMEHTOB (MHCTPYKLUM,
MOJIOKEHUM, pYKOBOJACTB), Kacatouuxca b Yupexnenus;

— OpU TPOUCIIECTBUM U BBIABICHUUM MHUUAEHTA (MHIUACHTOB) IO
Hapyuenuto b, Binekyuero yuepo YupexaeHus.

OTBEeTCTBEHHBIMH 32 aKkTyanu3auuio mnoiautuku Wb (mmaHoByo U
BHEIIaHOBY10) HeceT AUD.

Kontpons 3a wucnonHenneM TpeOOBaHUN HACTOAMECH TOJUTUKH U
MOJIEP’)KaHUEM €€ B aKTyaJIbHOM COCTOSIHUM Bo3naraetcsi Ha Alba.

3. [lonuTnku nHGOpPMAITMOHHONM 0€30TTACHOCTH Y UpeKACHUS

3.1. HaznaueHnue nmonmuTukK MHGHOPMAIIMOHHON 0€30MacHOCTH

[Tonutukn Wb VYupexneHus — 3TO COBOKYIHOCTH HOPM, NpPaBWI U
MMPAKTUYECKUX PEKOMEHJAIMN, HAa KOTOPBIX CTPOWTCS YIPAaBICHUE, 3alluTa U
pacrpeneneHue nHpopMalu B YupeKaeHUU.



[Tonutuku Wb oTHOCATCS K aAMUHUCTPATUBHBIM MepaMm obecrnieuenus b u
OMPENENAIOT CTpaTeruto YupexaeHus B oonactu Ub.

[lonutukn Wb pernamentupytor s3¢¢ektuBHyro padory C3U. Ounu
OXBaTBIBAIOT BCE OCOOEHHOCTU Mpolecca 00paboTku MHGOpPMALUU, OMpEaesis
nosenenne MC u ee monp3oBateneil B pasinuHblx cutyauusax. [lomutukn Wb
peanu3yroTcs IIOCPEACTBOM aJMUHHACTPATUBHO-OPraHU3AIlMOHHBIX  MEp,
(¢u3MUecKNX W MPOTrPaMMHO-TEXHUYECKUX CPEACTB U OINPEICISIET APXUTEKTYpPY
CUCTEMBI 3aIUTHI.

Bce noxymenTtanbHO odopmileHHbIE pelieHus, ¢popmupyromue llonutuku,
JOJIKHBI OBITh YTBEPK/ICHBI 3aBENYIOIUM Y UpEKICHHUS.

3.2. OCHOBHBIEC NPUHITUIIBI 0O0ecTIeueHsT HPOPMAITMOHHOM 0€30T1aCHOCTH

OcHoBHbIMU puHITUTIAMU oOectieuenust Ub sBistoTcs cnenyromnme:

— MOCTOSIHHBIM M BCECTOPOHHUM aHaNMM3 WH(POPMAITMOHHOTO MPOCTPAHCTBA
VYupexxieHus ¢ 1ebI0 BBISBICHUS YA3BUMOCTEH HH(DOPMAIIMOHHBIX aKTHBOB;

— CBOEBPEMEHHOE OOHapy)XeHHE TpOoOJIeM, MOTCHIMAIBHO CIIOCOOHBIX
noBiusATh Ha b Yupexaenus, KoppeKTUpoBKa MOJIENICH yrpo3 U HAPyIIUTENS;

— pa3paboTka ¥ BHEJPEHUE 3alIUTHBIX MEp, aJEKBATHBIX XapakTepy
BBISIBICHHBIX YIpo3, C Y4YE€TOM 3aTpaT Ha UX peanu3auuio. IIpu 3TOM Mepsl,
npuHuMaemble s oOecriedeHuss Wb, He OOKHBI yCIOXHATH JOCTHUXKEHUE
YCTaBHBIX  IeJeil  YUpexIeHHs, a TakkKe IOBbIIATh  TPYAOEMKOCTb
TEXHOJIOTUYECKUX MPOIECCOB 00pabOTKN MHGOpMAIIHH;

— KOHTPOJIb 3 (PEKTUBHOCTH TPUHUMAEMBIX 3aIIUTHBIX MEP;

— nepcoHUuUKAIMS U aJeKBATHOE pa3JeleHHe POJeH U OTBETCTBEHHOCTH
MEXIY COTPYOHUKAMU YUpPEXKICHUS, HCXOAS W3 MNPHUHIUIIA NEPCOHAIBHOU U
€UHOJIMYHON OTBETCTBEHHOCTH 3a COBEPIIAEMBIE OIEPALUU.

3.3. CootBetcTBHe [lomuTHKN O€30MMaCHOCTH JICHCTBYIOMIEMY 3aKOHOAATEIBLCTBY

[IpaBOBYIO OCHOBY MOJIUTUK COCTAaBIIAIOT 3aKOHbI Poccuiickon denepanuu u
OpPYTU€ 3aKOHOJATENIbHBIE AaKThl, OIPEACISIIOIINE IIpaBa W OTBETCTBEHHOCTH
rpaXjaH, COTPYAHHKOB M TocydapctBa B cdepe 0O0e30macHOCTH, a Takke
HOpPMAaTHBHBIC, OTPAacj€BbIE M BEJOMCTBEHHbIC JOKYMEHTBHI, IO BOIpPOCAM
O6e3omacHocTH WH(OpPMAIMK, YTBEPKICHHBIE OpraHaMU TOCYAapCTBEHHOTO
YIIPaBJICHUS PA3JIMYHOIO YPOBHS B MpeAenax UX KOMIIETEHIUU.

3.4. OTBETCTBEHHOCTD 3a pean3alnio MOJUTHK WH(DOPMAITMOHHONW 0€301TacCHOCTH

OTBETCTBEHHOCTh 3a pa3pabOTKy MEp U KOHTPOJIb OOECIEUEHHUsS 3alUThI
undopmanuu Hecét AUB.



OTBETCTBEHHOCTD 32 peaIn3alrio MOTUTHK BO3JIAraeTcs:

— B YacTH, Kacarolencs pa3pabOTKM M aKTyaJdu3alud MNpPaBUJI BHELIHETO
JOCTYTIA U YIIPABIICHMS JOCTYIIOM, aHTUBUPYCHOM 3amuThl — HA AWDba;

— B YacTW, Kacarouleiics OOBEACHHsS NpaBUJl MOJUTUK JO COTPYJHUKOB
VYupexenusi, a TakyKe UHBIX JUIl (CM. 00J1acTh ACHCTBUS HACTOSIIEH MOJUTUKH) —
Ha AWba;

— B YacTH, Kacarollelcsd HUCHOJHEHUS NpPaBWJI NOJUTUKHU, — Ha KaKIOTO
COTPYIHHUKA YUpEeXJACHHs, COINIACHO HUX JOHKHOCTHBIM M (PYHKIIMOHAJIBbHBIM
00S3aHHOCTSIM, U WHBIX JIML, MOMAJAIOIIMUX MOJ 00JacTb JEHCTBUS HACTOSIIEH
HOJIUTUKH.

3.5. [lops1ok MOATrOTOBKY MEpPCOHala Mo BOIpocaM UH(GOPMAIIMOHHON
0€30MacCHOCTH U J0IyCKa €ro K padorte

Opranuzanusi oOy4eHUsI COTPYAHUKOB VYupexaeHus B oOmactu Wb
Bo3ziaraerca Ha AMba. OOydenue npoBoautcsa coriacHo [lnany, yTBepKaeHHOMY
3aBeqyrouiero YupexaeHus.

[Tognmucu coTpyaHUKOB 00 O3HaKOMJIGHMHM 3aHocsATcS B <«OKypHan
NPOBEJICHUS UHCTPYKTaXKa 10 HHGOOPMAIMOHHOM 0€301MacHOCTH Y.

Jlonyck mepcoHana Kk pabore ¢ 3amumiaeMbiMu WP Yupexaenus
OCYLIECTBIISIETCS. TOJIBKO MOCJIE €r0 O3HAKOMJIEHHUS! C HACTOAIIMMHU MOJUTUKAMU, a
TaKKe T1ocjie  O3HaKoMJeHuss mnonb3oBateneit ¢ «llopsakom  pabGoThi
NOJIb30BaTENE» YUpeKICHUA», a TakK€ MHBIMA MHCTPYKLUSMH MOJIb30BaTENIEH
ornensHbix MC. Cornacue Ha coOitolleHHe TpaBWil U TPeOOBaHUN HACTOAIIMX
MNOJINTUK TOJTBEPKIAETCS MOAMUCAIMH COTPYAHUKOB B «OKypHane mnpoBeaeHUs
MHCTPYKTaXka 1Mo HH(OOPMAIIMOHHONW 0€30MacHOCTH .

JHonyck nepconana k pabore ¢ KU ocymiecTBiasieTcs mocie 03HAKOMJICHUS C
«Ilopsimkom opranuzanuu paboThl C MaTepHaNIbHBIMU HOcUTENsIMUY, «llopsakom
opraHu3anuy paboThl ¢ 3JIEKTPOHHBIMU HOCUTEISIMUY. [IpaBuna nomycka K padoTe
¢ WP nun, He SABIAIOIIUXCA COTPYAHUKAMH YUPEKICHUS, OIPEHCISIOTCS Ha
JOTOBOPHOW OCHOBE C 3THUMH JMLUAMHU WM C OPraHU3aUUsAMHU, NPEICTABUTEISIMU
KOTOPBIX SIBJISIFOTCS OTH JIULIA.

3.6. 3amuiiaembie THGOPMAIIMOHHBIE PECYPChl Y UpeKACHUS

3anuiaemMbie MHPOPMAIIMOHHBIE PECYPCHI OMPEEIIIOTCS B COOTBETCTBUU C
«llepeyneM 3alIMIIAEMBIX PECYPCOBY», YTBEPKIAAEMBIM COOTBETCTBYIOIIUM
[Ipukazom 3aBenyromniero YupexacHus.



4. Ilonutuku HHPOPMALMOHHOM 0€30MaCHOCTH

4.1. TlonuTrka MpeAoCTaBICHUS IOCTyNa K UHPOPMAIIMOHHOMY PeCypCy

4.1.1. Haznauenue

Hacrosamasa Ilonuthka ompenenser OCHOBHBIE IPABHWIIA IPEIOCTABIICHUS
COTPYAHHKAM JIOCTyNa K 3amuinacMbiM P Yupexnenus.

4.1.2. TlooxeHue MOJIMTUKH

[Tonoxxenust jgaHHOW  TMONUTUKM  ompeaesneHsl B «llomokenun o
pa3pelnTebHOM  CUCTEME  JIONYCKa», YTBEPKIAEMOM  COOTBETCTBYIOLIUM
[Ipuka3zom 3aBeayromero YupexaeHusl.

4.2. [lonuTrKa y4yeTHBIX 3alucen

4.2.1. Haznauenue

HaCTO}IHIa}I IMOJIUTHKA OIpCACICT OCHOBHBIC IIpaBWJIa IIPUCBOCHHA
YUCTHBIX 3aMucen Moab30BaTeIsIM I/IH(l)OpMaHI/IOHHLIX AKTHNBOB y‘lpe}KIleHI/I}I.

4.2.2. TTooxeHue moJIMTUKA

PerucrpannoHHble y4eTHBIE 3alIMCU TOAPA3AEISIIOTCS Ha!

— MOJIb30BATEIBCKHE — npeJHa3HAYCHHbIE IS
uaeHTUDUKAIUK/ayTeHTU(DHUKAIIMKM  TT0JIb30BaTeeld MH(OPMAIIMOHHBIX aKTUBOB
YupexneHus;

— CUCTEMHBIE — UCIIOJIB3YEMBIE ISl HYK]l ONIEPAllMOHHON CUCTEMBI;

— cImy>KeOHBbIE — TIpeIHa3HauYeHHbIE Uil oOecriedeHus: (PYHKIIMOHHPOBAHUS
OTJIEJIbHBIX MPOLIECCOB WM MPHUIOKEHUM.

Kaxnmomy monbp3oBatento WH(DOPMAIMOHHBIX AaKTHUBOB Y UPEXKICHHUS
Ha3HAYaeTCsl YHUKaJIbHAs MOJIb30BATENbCKAsl PETHCTPAllMOHHAsl Y4Y€THAasl 3aluCh.
JlommyckaeTcss TMpuBsi3Ka Ooyiee OJHOM ITOJB30BATEIILCKONM YYETHOW 3aIlluCH K
OIHOMY U TOMY € MOJb30BATENI0 (HANpUMEpP, UMEIOIIUX PA3TUUYHBIA ypPOBEHB
TTOJTHOMOYH ).

B ob0mem cnyuae 3ampemieHo co3dgaBaTh M HCMOJIB30BaTh  OOIIYIO
MOJIb30BATENILCKYI0 YUETHYIO 3alUCh JJIA TPYIIbl MojJb30BaTeneil. B ciyuasx,
Korjga 9TO HEOoOXOAMMO, BBUIY OCOOCHHOCTEH aBTOMATH3UPYyeMOoro OW3Hec-
mpoliecca WM OpraHuW3aluuu Tpyaa (HampuMmep, IOCMEHHOE JEeXKYpPCTBO),
UCIIOJIb30BaHUE OOIIEH YYETHOM 3amuCH JOJDKHO COMPOBOXKIATHCS OTMETKON B
KypHalle yyeTa MAIIMHHOTO BpPEMEHH, KOoTopas [JOJDKHAa  OJHO3HA4YHO
UICHTU(PUIUPOBATh TEKYIIETO BIAJENblla YUYETHOW 3alUCHU B KaXKIbIH MOMEHT



BpeMeHUu. OJHOBPEMEHHOE HCIOJIb30BAHUE OJHOM OOILIEH MOJIb30BATENbCKOMN
YYETHOM 3aIUCH Pa3HBIMU ITOJIb30BATEISIMU 3AIPEILIECHO.

CucTeMHbIE  pPETUCTPALIMOHHBIE  Y4Y€THblE  3amucu  (OPMHUPYIOTCS
ONEPALMOHHOM CHCTEMOM M JOJKHBI HCIIOJIB30BaThCA TOJBKO B  CIIydasx,
MIPEANMCAHHBIX JOKYMEHTAMEN HA ONIEPALMOHHYIO CUCTEMY.

Cnyxe0Hble perucTpallMOHHbIE YYETHBIE 3aIUCU UCTIONB3YIOTCS TOJIBKO IS
3aIlyCKa CEPBUCOB WU MPUII0KEHU .

Hcnonb3oBaHuE CHCTEMHBIX WM CIY)KEOHBIX YUETHBIX 3aluce uis
PErUCTpaIUK MTOJIB30BATENIEN B CUCTEME KATETOPUUECKH 3aIPEILIEHO.

4 3. TlonuTuka UCTOIL30BaHUS Maposeit

4.3.1. Haznauenue

Hacrosimas Ilonmtuka onpenenser OCHOBHBIE NIPABUJIA MMAPOJIBHON 3aLUTHI
B YUpeKICHUMU.

4.3.2. TTonoxeHus NOJIUTHKA
[TonoxxeHunst TONMUTHKK 3akperuisitoTcss B «llopsake 1o opraHuzauu
MIApOJIbHOM 3aITUTHI.

4.4, [Tonutuka peanu3auy aHTUBUPYCHOM 3alUTHI

4.4.1. Haznauenue

Hacrosmas IlonuTuka ompenensieT OCHOBHbIE IpaBujia I peanu3aluu
AHTUBUPYCHOM 3aIUTHI B Y UPEKICHUH.

4.4.2. TlonoxxeHus MOJIUTUKU
[Tonoxenuss nonutuku 3akpersiroress B «llopsake 1o  mpoBeaeHUIo
AHTUBUPYCHOI'O KOHTPOJIS».

4.5. IlonuTrKa 3alIUTHl aBTOMATU3UPOBAHHOTO PabOUYEro MecTa

4.5.1. Haznauenue

Hacrosimas [loauTuka ompezenseT OCHOBHBIC IpaBWjia M TPEOOBAHHS IO
3amnuTe nHGOpMaIMK Y UpPEKICHUS OT HEAaBTOPHU30BAHHOTO JIOCTYIIA, YTPAThl WU
MOJU(PHKAITAH.
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4.5.2. TlooxeHus MOJIUTHKA

IHomoxeHnust I[aHHOfl MNOJINTUKN  ONPCACIIAOTCA B  COOTBECTCTBHHM C
HCIIOJIb3YyCMbIM TCXHUYCCKUM PCIICHUCM.

5. Ilpodpunaktuka HapyHmIEHUH MOTUTHK HH()OPMATMOHHON O€30aCHOCTH

[lon nmpodunaktukoit Hapymenuil noautuk Wb monumaercss mpoBeneHue
perjlaMeHTHbIX padoT MO 3aluTe HUHPOPMALMH, NPEAYNPEKICHUE BO3MOKHBIX
Hapymenuit Ub B YupexneHnun u nmpoBesieHHE pa3bsCHUTENbHONU paboTsl no b
CPEaH MOJIb30BATEICH.

[Tonoxenus: onpeneneHsl TOKyMeHTaMH, yTBepxkaeHHbIMU [Ipukazom «O0
OoOy4eHMH COTPYAHUKOB TMpaBWiaM 3aluThl HHPopMauun», U «llopsakom
TEXHUUYECKOTO OOCITYKUBAHUS CPEJCTB BEIUMCIUTEIHLHON TEXHUKI.

5.1. JIukBHUanMs MOCICACTBHI HAPYIICHHS TIOJUTUK HH(POPMAIIMOHHON
0€30MaCHOCTH

AWDb, wucnosb3ys [OaHHbBIE, TOJYyYEHHBIE B PE3yJbTaT€ NPUMEHEHUS
MHCTPYMEHTAJIbHBIX  CPEICTB  KOHTPOJS  (MOHUTOpUHIa)  OE30MaCHOCTH
unpopmarmu MC, nomkeH cBoeBpeMeHHO oOHapykuBaTh Hapymenus Wb, daxtei
ocymecteienuss HCJ] x 3amumaemeiMm WP U npeanpuHumaTh Mepbl MO HX
JIOKaJU3aluu U YCTPAHEHUIO.

B cnywsae oOHapyxeHuss mOACUCTEMOM 3amuThl HWHPopMamuu ¢akTa
Hapymwennss Wb wmm  ocymectBnenuss HCJH x 3amumaemeim WP UC
pekomenayercs yBenomuTs ANba, u ganee ciienoBath X yKa3aHHUSIM.

HetictBuss AWba u agMunmEcTpatopa HMHGOPMAIMOHHOW CHUCTEMBI IIpHU
IpU3HAKaX HapyILICHUS MOJIUTHK UH(GOPMAITMOHHON 6e3omacHOCTH
PErIAMEHTUPYIOTCS CIEAYIOIUMHA BHYTPEHHUMH TOKYMEHTAMU

— perjaMeHTOM MO0JIb30BATEIS;

— MOJUTUKON HHPOPMAIIMOHHOM 0€30MacHOCTH;

— periiaMeHTOM aJMUHUCTPATOPa HHPOPMAIIMOHHOM 0€30MMacHOCTH;

— perjaaMeHTOM CHCTEMHOr0 aJMUHHUCTPATOPA.

[locne ycTtpaneHuss WHIUACHTA HEOOXOAMMO COCTaBUTh akT O (akre
HapyIIEHUSI ¥ MPUHATBIX MEpax MO BOCCTAHOBJICHHIO pabotocmocodnoctu UC, a
TaK)Ke 3apeTHCTPUPOBaTh (HaKT HAPYIICHHWs B JKypHaje ydeTa HapyIIeHUH,
JUKBUJALMH UX IPUYUH U TTOCIEACTBHIMA.

5.2. OTBeTCTBEHHOCTH 3a HapymieHue [lomuTiku 6e30macHOCTH

OTBETCTBEHHOCTh 3a BBINOJIHEHHE NpaBuil [Ib HeceT KaXAbplil COTPYIHHUK
VYupexaeHus B paMKax CBOUX CIY)KECOHBIX 00513aHHOCTEH M TTOJTHOMOYHH.
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Ha ocnoBanum crt. 192 TpymoBoro koxekca Poccuiickoir Deneparuu
COTpYIAHUKM, Hapymawpmue TpedboBanus [Ib VYupexnenus, Moryt ObITb
MTOABEPTHYTHl JNUCLHUIUIMHAPHBIM B3BICKAHUSM, BKJIIOYas 3aMe4aHWE, BBITOBOP U
YBOJIbHEHHE C PaOOTHI.

Bce coTpynHUKM HeCcyT NEpCOHANbHYIO (B TOM YHCIE MaTepHAIbHYIO)
OTBETCTBEHHOCTb 32 MNPSAMON  JACHCTBUTENbHBIA  yliepOd, NPUYMHEHHBIN
Yupexnenuto B pesyiabTare HapyuieHus umu npaBuwin nomutuku UMb (Ct. 238
TpynoBoro konekca Poccuiickoit denepanun).

3a HempaBOMEpHBIM JOCTYNl K KOMIIBIOTEPHOW HMHQOpMaLUHU, CO3[aHUE,
UCIIOJIb30BAHUE WJIM PACIpPOCTPAHEHUE BPEJOHOCHBIX MPOrpaMM, a TaKKeE
HapylIEHWEe MpaBW JKCIulyatauun OBM, cineacTtBueM KOTOPBIX — SIBUJIOCH
Hapymienne paborel OBM  (aBTOMaTHU3MpOBAHHOM  CHUCTEMBl  O0pabOTKHU
uHGOpMAIIMK), YHUUYTOXKEHUE, OJIOKMPOBAHME WM MOJU(UKAIMS 3alldIaeMOon
UHGOpPMALIMH, COTPYAHUKN YUpPEKIEHUSI HECYT OTBETCTBEHHOCTh B COOTBETCTBUU
co cratbsimMu 272, 273 u 274 YronoBHoro kojekca Poccuiickoit @eneparumu.
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